
I{u{opuauuonnar rIaMflTKa &nt HecoB€prneHHo.ilerHr[ rlo BorrpocaM Kll6ep6e3omcHocru B

cern <dlrrrepnerr>

KounrrcreDnsle nuDYcrr

Kolrnr'rorepusri 
"tpy"- 

r"o pa3HoBI'I,4Hocrb KoMnslorepHbrx nporpaMM,

orttlt.tlltenrIloi oco6engocrrto Koropofi tBnterc.r cnoco6ttoctl' K pa3MI{oxeHIrIo

(ronr.rpoaanuro). B Aono: rerue K 3ToMy, BI{pycbI MoryT noBpe,qurb I{lIu noJlHocrbK)

yHltrlToxlrrb Bce Qafilu u gaunrre, FoAKoHTpoJlbHbIe noJll3oBareJrro' or I{MeHri Koroporo

6rua sarryrqena sapal4€nuar nporpaMMa, a raKxe noBpeAI4Tb trrv AanKe yHr4qroxl'ITr'

onepauuoHHyIocucTeMycoeceIuuQaf i t raunBueJIoM'B6o:r r r r rur rcr rec l5 ,uaea

pacnpocTpaHtlorc.{ Bfipycbr qepe3 I,IHTepHeT.

Meroar,l :atun,u,r or BpeaonocHblx rrporpaMM:

l. I'Icnomsyi coBpeMeHHEre onepaqvoHHble crrcreMbl, r{Meroultie

ceprdsnsri lporeub 3aulrrrbl or BpeAoHocHbIx npofpaMM;

2. Ilocro.f,Huo ycraHa3rl.IBai IIarqI,I (III4QpoBble 3arularKli, Koropble

aBroMarurrecKfi ycraHaBrl.IBalorcf c IIeJIbIo ,qopa60rxlt nporpar''tltu) I'I Apyflre

o6HosneHr.rt csoefi onepaquoHHofi cficreMbl. CKa'IIlBaft I4x roJIBKo c

oQuqua,rrnoro cailTa paspa6oruuna OC. Eclu cyruecrByer pexlrM

aBToMarr4qecKoro o6uonnenr'u, ltctrcuu ero;

3, Pa6orafi Ha cBoeM KoMnslorepe no.4 npaBaMli IroJIB3oBareJUI' a He

aAMxHr.rcrparopa. 3ro He nossorl4r 6ornllrncray Bpe.4oHocHbIX nporpaMM

HHCTaJUTHpOBaTbC.{ Ha TBOeM nepCOHa.'lBHOM KoMn6rcTepe;

4. LIcnom'syit aHTI{BI{pycHbIe nporpaMMHble npoAyKTEr H3BecrHbIX

npousro4urenefi , c aBToMarIir{ecRI.lM o6uoelennelr 6a:;

Orpanuur Qu:r,recrui gocryn K KoMnblorepy aJIt nocropoHlr{x JIHIT|

I4cnolr:yi BEelIrHIje HocI,ITeJIIi un$opuarluu, raxue nar S:reur<a,

gr.rcr lnu Qafi:r n: I'lnrepnera, romro I43 rlpoBepeHHblx I'lcrorIHItKoB;

7. He orKpLIBafi KoMrlllorepHble $aibru, nolyvennEle I'I3 HeH?aexHBIx

Hcror{HaroB. Aaxe re Oafilbl, Koropbre npncnaJl Tsofi sHaroMHfi. Jlyrlre yrounu y

Hero, ornpaBJltrl rlu on re6e ux

Cerr WI-FI

C nouorqrro WI-Fi uoNuo noJrfrlrrl 6ecruarusfi l{HTepHer-Aocryn B

5 .

6 .

o6rqecraeunlrx Mecrax: Kaoe; orertx, ToproBbIX IIeHTpax u asporloprax. raK xe



,BJr{eTC' OTJ -IqHOfi BO3MOXHOCTLIO BIIXOAa B I4HTepHeT. HO UnOtUe grcnepTbl ctInTaIOT'

.rro o6qe4ocrynur,re WiFi cerlr ne ssrqrotcs 6egonacHrtvu.

Conersr no 6esonacnoctu pa6otr,r n odrueaocrynnr,rx cerqx Wi-fi

1. He nepeganafi csolo rzqH)to lruSopuauurc uep* o6rue,4ocr;'nnue

Wi-Fi ceru. Pa6oras s Hlrx, xellareJlsHo He BBoarrr; rlaponu ,qocryna, JIorI'HbI I.I

KaKI-{e-TO HOMepa;
' 2. I4cnomsyfr r o6uosrsfi aHrlrBr4pycHble npdfpaMMbl u 6pauauayrp'

Teu caurru rrr o6esonacr,rurq ce6x or 3aKarIKn Bl4pyca Ha rBoe ycrpoitcrBo;

3. npq. rzcrloJlb3oBaulrr Wi-Fi orrorro'{fl Syurquro <O6rqrafi 4ocryn r

{afinav u npI,IHTepaM). ,{auual $ylrqux 3aKphrra IIo }'}4oJIqa.HIrIo, oaHaKo

HeKOTOpT{e IIOJI;3oBaTeJIZ aKTI4BIipyIor ed g:rr y4o6crna EcnoJIb3oBaHI',It n pa6ore

lr:ru yre6e;

4. He ucnonb3yi ny6:rr.rvnuft WI-FI a:rr nepeaaqrr JTIttIHI'rx aaHHhrx,

HanpliMep' A[-S BLIXO,{a B COqIlaIbHbIe CeTIi I'IJIII B 3JIeKIpOHHyIO noqTy;

5. I,lcnorb3yfi roJIbKo 3aruuureHHoe coeArlHeHI'Ie uep* HTTPS, a ne

HTTP, r.e. npu ua6ope ee6-a,upeca BBo,4I'I uMeHHo <https://>;

6. B uo6umnou re:reQone orKJIIotrlI $ynr<uuIo <<flo,4r:lo'{eHne K WiFi

aBToMarrrqecrli). He 4onycraft aBToMar[qecKofo rroAKrror{eHr'ur ycrpoficrBa K

cer.su Wi-Fi 6e: rBoero cofiIacu{.

Coul-tarsxrre ce.trl

Couua,'rrnas cer6 - 3To cafir, roropr'rfr npeAocraBJlter Bo3Mo)lGocrb JrroA-f,M

ocy.lecrBJl{Tb o6rqeune ueNgy co6oi B r'rHTepHere. 9aure scero B HIrx aJIt KaxAoro

r{eloBeKa Bbl,qeJlterc{ cBos ru'lHatr crpaHfiqKa, Ha Koropoii ou yra:ueaer o ce6e

pa3rfiqHlto unQoprrlaqurc, HaqLIHarr oT IiMeHH, QaMI4.'IUI4 rr 3aKaHlrrrBaJI JII4qHbIMII

$ororpaQr.r-arvrIa. Mnorue noJtsogaterl'I He IIoHI'IMaIor, uro unQopruaqut' pa3MeIIIeHHa.f,

I4MII B couIiaJr6HbIX certx, Moxer 6ut:r nafiaena H I'IcnoJIE3oBaHa KeM yroaHo' B ToM

qnc:re ue o6tgatelsno c 6larI,trlt ttaltlepeHlltMl{.

OcHonHsIe coset:bt [o 6e3olacHocru B coultarbHblx cerqx:

l. Orpanlrur cnlrcor 4py:efr Y re6s s apy3h{x He ,4o:rxno 6urr'

c:rylainstx t-t He3HaKoM blx,lloAe[;

2, 3a:4iu:rqlah cBoro rracrHyto xu:nl. He yra:sInafi napo:ru, releQonu,

a;4peca, A?try rBoero pox.qeHrrt I.r apyryIo rlirnryrc uHOopMaIruIo'



3loyrrarrlneunuru MoryT I'Icno;Ib3oBarl gaxe uuQoplraquro o roM! KaK TLI H TBoI4

poaHTenfl nJlaHvpyere npoBecrl'I (aHrrKyJII'r;

3. 3alqlrlrafi cBolo pen)'Tauuro - '{epxu ee B rrlrcrore I{

Bonpoc: xoreJr 6u rt'I, vro6sI Apyfi4e noJl63oBare[I-l BuAerI4, qro rI-I

llo,qyMail, npexAe qeM rrro-To ony6nr'rroearr, HanHcarb Ii 3arpy3l4Tr';

4. Ecru 16I foBopllllb c Jrn.qr'Mrr, Koropbrx He 3HaeIrIE,

cBoe peaJrbHoe nMJI r'I apyryro nuvnyro uuQopuaguu" iaus, Mecro xl'rrer6crBa,

uecro yle6rr u npouee;

5 . I4:6grafi pa:ruerienru QororpaQui a I4nrepuere, rge rrr u:o6paxeu

Ila MecrHocrll, no Koropofr MoxHo onpe,qeJll{Tb rBoe MecroIIoJIoxeHIre;

6. flpu perzcrpaquu s coquamHofi ceru neo6xo4uI'ao ucnorb3oBarl

cJroxHEIe napoJllr, cocrotryre rz: 6yce u quQp u c KoruqecrBoM 3HaKoB He MeHee

8 l

7. fim coqliarbHoi cerl'I, noqrhl rr apyrux cairoe Heo6xo'{I'lN{o

LlcnoJrb3oBarb pa3Hble napoJII'I. Tor,4a ec:ru re6x nsrouator, To 3JIo)a{LrllJIeHHrl(H

noryqaT AocTyn ToJIbKO K OAHoMy Mecry, a He Bo Bce cpa3y.

3.ner'rpoullste aenrrlt

3nerrponnr're aeHbrv - 3To oqeHb yao6Hbli cnoco6 nnarexefi, oAHaro

cyrlecTByroT MoIxeHHIrKIr, KOTOpbIe XOT-{T nOnytII4Tb 3TU AeHEfX.

3nerrponnue aeHBtIr notBllJlucb coBceM HeaaBHo 14 I{MeHHo 143-34 STofo Bo

MHOII-iX rocyaapcrBax ,qo cux nop He nponucaHo npo Hlzx B 3aKoHax

B Poccuu Ne onu QylrrquoHl4pytor l4 o Hr4x yxe rrponucauo B 3aKone' fAe ltx

PA3AEJI'IOT HA HECKOJI},KO BHAOB - AHOHI-IMHbIC I'I HE AHOHI'TMHSTC. PA:TTUqA B TOM' IITO

aHoHI-IMHr,re - gro re, B Koropbrx pa3pellaerct rlpoBoArrrb onepalrl4ll 6e: ugenruQuraqr'ru

noJlb3oBareJlt, a B He aHoHrrMHbIx u4enruQnraqm [oJIb3oBareJIt seruerat'

o6s:aremHofi.

Tarxe cne,qyer pasJ .Iqarr, 3JIeKrpoHHLIe $latrrre 4enlrr'r . (parur'r

rocy,{apcrBeHHblM ralrorau) Ii sJreKTpoHHEIe ueQlrarurre geulru (ne pannlr

f ocyAaPcTBeHHbIM aanroml'l).

OcHoeHtre coget:rr no 6esonacnofi pa6ore c :lercrpoHHblMrr aeHbraMn:

l . Ilplmrxu r cuery uo6u:tnrrfi releQon. 3ro cairarrfi y,{o6Hblfi u

6r,rcrpsrfi cnoco6 soccraHosrtrh Aocryn r cuery. llpuar:auulrfi re:re@on nouoNer,

ecJrrr 3a6yAeur6 cgoi nlatexnufi ITapoJlb I-IJrrr saiAeu6 Ha cafrT c He3HaKoMoro

ycrpoicrna;

saaasafi ce6e

:arpyxaeul?

He ucnonbsyi



2, I4crtostszyit o,{Hopa3oBr,Ie naporul llocre nepexoaa Ha ycI'IJreHHyIo

aBToprr3alruro re6e yxe ne 6yger yfpo)I(arb olracHocrE Kpaxu rIJII{ nepexBara

flJlarexHoro lapoJr{;

3. Bu6eprz cloNur,rfi napo:rr. flpecryuulzKaM 6yaer He npocro yraAarb

c:roNsrrfi napo,u. HageNltre irapo,ru -:ro napoJrl.l, Koropr'Ie coaepxar He MeHee

Hanpruep, StROng!;;

g:nar<os u BKJrrOqatoT B ce6x cipovnrre u nponrlcHl,Ie 6yreu, qu$plr u HecKoJI!,KO

cr.IMBoJIoB, TaKr4e KaK 3HaK aoJrrapa' Qynra, eocxnnrarel;Hlrfi 3HaK I'I T r'

4. He sgo,4li cnoli fluqHble ,4aHHr'Ie Ha caiiTax, KoropblM He AoBepseub'

3.rerrDotlxaq noq,la

3lerrponua-a noqra - 3To rexHoJrorut x flpe.4ocraBn{eMbre elo ycJTyflt no

rrepecbrrKe r4 noryqeHrln 3JIeKTpoHHbIX COO6 IeHnfi, r(oropble pacnpeAefltlorc.{ B

rOUntrOrepnOi Certr. O6r'IqHO e.nertpOnUnfi nOqrOgrrfi TUIIIK BbIfJIt'qI-IT CJIeAyIOIqIIM

o6pa-:olr: I.IM{-IloJrb3oBareJlx@uvr-gouena, TaKxe KpoMe fieperarlu npocroro reKcra'

rrMeeTct Bo3MoxHocrr, nepeAaeaD Qafr:Ibr'

OcuonHsIe coserrr no 6egonacxofi pa6ore c ?JreKTpoHHoi llo'rrot:

L Ha4o eu6pat npaall:rlnufi uoqtosltfi cepulc. B llurepnere ecru

oroougui err6op 6ecularHrrx IoqToBbrx cepBl.lcoB, O.4IIaKO JITIUe AOBep{Tb TeM'

Koro 3HaeIrIb rr KTo nepnr,rfi n peiruure;

2. He yraslrnafi B nuqHoi noqre JIItqHyro unQopuauuro Hanpnuep'

nyrnre asr6parr <<uy:rrra:rlnlri-$anar @>> unu <<porc2013> BMecro (TeMa13);

3. Vcnom'syi.t AByx3ranHlm aBTopI'I3auIxo' 3ro rorga noMrrMo napoJr{

HyxHo BBoAI,ITI' Kog, upucr'lnaeurrii no SMS;

4. Bu6epu c:loxsr,lfi naponl. ,{,rr Kax.4oro norrroBoro sul]Ka '4olxeH

6uru csofi naaexriblfi, ycroiqIlBbru K B3JloMy napoJl6;

5. Ecnu ecrb Bo3MoxHocrb Hanucarb caMoMy cBofi 'ur*ruii aonpoc'

ucnonb3yii 3TY Bo3Mo)l(Hocrb;

6. I4cno:rr,:yfi HecKoJIbKo noqroBblx xrqnron' flepelrii art 'IacrHot

nepenncKlr c aApecaraMu, KoropblM TbI 'qoBeptelxb 3ro e:remponnrri aqpec He

Haao IicnoJlb3oBarb nplr peflrcrpaquu ua Qopyuax u canrax;

1 . He orKpsmafi $ai.:rrr u gpyrue BJrox(eHI'It B rll{cbMax Aaxe ecJIIr oHI.I

[p]rrxJrl,I or raorlx gpy:ei. Jlylle yro'*ru y HI{x, orfipaBnulu nrr oHu re6e eru

$ai:rrt;



8, lloc:re oroHqaHll.t pa6oru na norrroBoM cepBllce flepeA 3aKPblrHeM

gKnaarl,I c cafirol'r ne :a6yAr naxarr xa <Blrfiru>.

Ku6ep6vr,'ruxr ll,'rrl gxpryal.blioe [gaenare,'I],crgo

Kr,r6ep6ylnuur- npecreaoBaHrle coo6 IeHu{MH' coAepxaur{Mll ocrop6nenu.r,

afpercuro, 3anyn4BaHfie; xy;ll.rraHcrBo; co{fiaJlbHoe 6ofirorupoaauue c IIoMorIlEIo

pa3n[qH6lX I,IHTepHer-cepBrrcoB.

Ocnonsule conetsr uo 6opt6e c rcu6ep6y,r.lunrom:

1. He.Spocaftcr aboft. Jlyrlrlrii cnoco6: nocogetoBarbct KaK ce6.f, eecm

H, ecJIH Her rOfO, K KOMy t'lONuo o6parr-rruct, To BHar{are ycroKoltrbc{' Ecru rbr

HaqHeub orBeqarb ocr<op6:renusr4l'I Ha ocKop6JIeHI4t, To roJIsKo erqe 6otrbure

pa3oxxe b KOHojII,iKT;

Ynparnxi caoefi xr.r6eppenl'raquefi ;

Anoununocrl B cerlt MHITMaJI. CyEecrnyor cnoco6rr llt.xcnuts, xr:o

ctoLIT 3a aHOHI,IMHBIM aKKayI{TOM;

4. He crorlT Becrli xylraraHcKrafi o6pa: alprya"rurofi NIa:nu. Znrepner

Suncupyer Bce rBoI{ geficrsh.{ 14 coxpaHter Hx. yaarlrrb l' 6yaer KpafiHe

3a'TpyAHIrTelbHO;

5, Be4u ce6l nexulao;

6, I4ruopupyfr, e.quuu'iHnfi nerarNa. O,4nopalonne ocrop6urenluue

coo6urenns rf{ute urHopl4poBarb. O6rnao arpeccur nperpalqaerct Ha Ha'{arbHofi

CTAII4Ii:

7. Earr arpeccopa. B nporpauua-x o6tuena ulsoaesslrur'r coo6qenlrxur'r,

B corrraJllHblx cer.f,x ecrl gosi"{oxuocrr 6:rorupoaxu ornpaBKrn coo6rqenui c

onpe,4eJIeHHbIX aApeCOB;

8. Ec:ru rbl cBrrAereJll rn6ep6y:r,rr.trra. Tgou Aeficrsus: Bblcrynl4Tb

npoTIjB npecneAoBaTers, IIoKa3aTb eMy, qTo ero AetrcTBI'If OUeHItBaIOTCfl

rrerarnBHo, no,qAepxarb xeprBy, Koropot HyxHa ncllxoJror!flIecKat ' noMolrlb,

coo6qurr aspocrrrM o QaKTe arpeccuBlloro IroBeAeHHt B cerl4.

Mo6u,rsnuIfi re.nedon

Conpeueunrre cr',rapr:Qonrr I4 IIraHIrIerBl coAep)rtar a ce6e gnoirae B3pocrlblfr

Qynrqnona:r, Ir renepb oHI.I Morlr KoHKypl{poBarb co craqIroHapHBIMIr KoMlrbrcTepaMrr'

Ognar<o, cpegcra 3aIIIItrbI AJII- noao6nrx ycrpoicre IIoKa oqeHb ua,ro Tecrupoaarute u

2.

3 .



rlot4cK yfl3BI.IMOCTet B HfiX npongxoAl-IT He raK I'IHTeHCT4BHOT KaK AiIt fIK' TO Xe CaMOe

KacaeTct li Mo6hrbH6lx IIpxJIoxeHIlt4 '

Coaper'aennlre vo6ullnrre 6pay:eprr yxe npar(Tl{qecKrr AofHarI'I HacroJlbHbre

aHaJrorn, oaHaKo pac trpeHr're Qyur{nonala BJIeqer 3a co6oi 6onuut'ro c:loxHocrb rz

MeHbIIIyro 3awlueHHoe I b.

,[arexo ue nce npousro4uieJlli BbnycKaJor o6uosreHut' 3aKpBlBa]ouue

rplravecxue yr:ali MocrLI nnfi cBolrx ycTpoicTB'

OcHosusre cose'ru g"T l 6eso,uacuogru Mo6uJtI'Eoro 're"'reQona:

t . EyaE ocropoxeu, BeaL Kof,4a re6e lpe'{:rararor 6ecntrarnui xonreur'

e-neu uoryr 6srrr cKpblTbl KaKI'Ie-To nrarH6le ycJIyrI4;

z. ,{yuafi, npexge rIeM orflpaBl4rh SMS, Qoro rlnn BI'IAeo Tn roquo

3Haerrb, rae oHIr 6yayr B KoHeqHoM t4ToreT

3 .

4 .

Heo6xo,4suo o6noBJUITr' onepaqrroHlryn cr4creMy rBoero cMaprQoHa;

I4cnolb3yfr anT[BrrpycHble nporpaMulr 4rr uo6ranlnrrx re:reQouor'

5, He :arpyNafi npr'rnoNenux or Heu3Becrnofo llcror{Hl-IKa' Be'46 oHI{

Mor-) r coaepxarb Bpe.[oHocHoe nporpaMraHoe o6ecneqeHtle:

6. flocle roro KaK rrr erriAeus c cailTa, rAe BBo,4IrJl nI4qHyK)

nu$opvaut.rto. :afi.[f i  B HacrpofiKfi 6palrepa I yaar rl cookies:

7. flepr'ro,qll'recKu npoBeptfi KaKI'le nJIarHbIe ycJlyrl4 aKTI'lBItpoBaHbI Ha

TBOEM HOMCPE;

8. fiarai cnofi nolrep vo6u:rnoro re:reQona ro:r;Ko JIIoAIM' Koropbrx rbr

3Hae b r4 KoMy AoBep.fieIxb;

9. Bluetooth AolNeu 6rt'Ir aururrcqeH, KorAa rbl uI'a ne uo:r:yeulcr' He

sa6ueafi morga nPoB€P.f,Tb 3To '

harnax qe:rr Suuutrr - nuga I4nrepuer-uoIrreHHl4r{ecrBa' cocrollr B rloJD {eHlrrr

KonQxAeHlruarbHbx AaHHLrx rloJlb3oBareilei - floruuos u naponefi Ha aurnltfrcxou

rarrre phishing qfiTaerct rar Qlrunnr (or fishing - prr6nal noa'r-a' password -

naoonr).

OcHorHbre coeetrr no 6opr,6e c tfurruxroM:

1. Crrelu 3a cBoIlM aKIa}'I{ToM. Ecru rrr nogo:peaae[Ib' r'To TBo' aHKeTa

6rna g:;rolrasa, ro Heo6xoaulro sa6JloKlrpoBar6 ee Il coo6runrr a'{MulrficrparopaM

pecypca 06 3ToM KaK MoxHo cropee;



2 . Hcnors:yfi 6*onacusre ae6-cafirrr, B ToM qucJle, IlHTepI{er-Mara3ItHoB

u fioucKoBblx cItcTeM;

3 . Zcnors:yfi cJIoxtHBIe ri pa3HLIe [aporu. TaKuM o6pa3oM; ecru re6.t

B3IOManT, TO 3nOyMbIIIUIeHHIiK[ nolyqar AocTyl TOJTbKO K OAHOMy TBOeMy

npeAynpeAl-ITb BCeX CBOI{X

mM, qro re6t B3noMaIIu fi,

npoQlrruo n ceru, a ne xo aceli;'

4. Ecttu re6r esnouaru, ro neo6xogr'ruo

3HaKoMBx, roroprre go6aa:reHr,r y re6.r B apy36tx' o

Bo3Moxno, or rBoefo uven4 6y,{er paccbrJrarbcf, c[aM rr ccbIJIKI'l na Quurunroasre

caiTbu

Ycrasonu naaexnlrfi naponl (PN) na uo6ranrnlrfi re:reQou;

Orrc.nrovu coxpauenue napon-r n 6pay:epe;

He orrcprrrafi Qarinu u Apyme BJIoxeHIrt B lrlrcbM:rx .{a:(e ecJIH oul4

flplrrrrJrr.r or rBorD( apy3eft. Jlyulre yrouulr y HI.Ix, orrIpaBJIuIr4 trtl oHpr re6e rrn

Qaft:rn.

5 .

6.

7.


